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Security Convention for Remote Access to GSA Information Systems 
based on the FWC GSA/OP/01/17/LOT[x] 

 
 

Between the European GNSS Agency, represented for the purposes of the agreement by  

Mr Carlo des Dorides, Executive Director, hereinafter called "the Agency", of the one part, 

 

and 

 

[Name of the tenderer], whose registered office is at:  

 

[Address], 

 

represented for the purposes of the agreement by  

 

[Name and function] 

 

Hereinafter called "the Contractor", of the other part, 

 

It is agreed as follows: 

 

I. Objective 

The objective of this document is to define the rules applicable to remote access to the internal 
information technology resources of the Agency from the Contractor’s IT systems. 

II. Purpose 

The remote access is granted solely for the execution of tasks defined in valid Specific contracts under 
the FWC GSA/GSA/OP/01/17/Lot[x] and only for the time periods defined in the specific contracts. 
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III. Scope 

This document is applicable only for UNCLASSIFIED IT systems. Remote access to any classified IT 
system is not allowed. 

IV. Authorised personnel 

Authorized personnel is contractor’s staff, specifically designated for the execution of tasks 
described in Specific contract(s).  

V. Rules  

In order to perform the remote access, the Contractor must comply with the rules defined below. 
Failure to comply with those rules will result in the revocation of the credentials needed for the remote 
access. In this case, the Agency will consider the Contractor responsible for the operational problems 
caused by his un-readiness to connect. 

1. The Contractor shall ensure that the remote access is requested only by authorised personnel. 

2. The Contractor must submit to the Agency a request for remote access using the form in Annex II, 
for each individual authorized personnel. The remote access will be granted only after the request 
is approved by GSA contract manager.  

3. The GSA may require completion and/or clarifications of the information in the form and has the 
right to decide whether the remote access will be granted or not. 

4. Authentication credentials must be handed over in a secure way agreed with GSA. Should there 
be any doubt about the possibility that they have been compromised, they must be immediately 
revoked and replaced with new ones. 

5. Authorised staff shall not disclose information held by the Contractor on behalf of the Agency to 
third parties, except on a need-to know basis where authorised by GSA. 

6. Authorised personnel shall make use of all reasonable means of controlling access provided by the 
Contractor and in balance with the sensitivity of the information system concerned to prevent 
unauthorised personnel from using the resources at their disposal, in particular by ensuring that 
computer terminals are not accessible during absences, however short they may be. 

7. Authorised personnel shall not access services for which they have not been explicitly granted 
authorisation by the GSA. 

8. Authorised staff MUST NOT disclose any sensitive information, including authentication 
credentials, or share them with third parties or any other person. 

9. The contractor is fully responsible for any action taken by the authorised personnel. 

10. Authorized personnel shall ensure, the endpoint is not connected to any other network at the 
same time, while connected to the GSA. 

11. Authorised staff shall notify IT helpdesk of the agency as soon as they suspect any failure or 
incident affecting the security of their own environment or of other systems. 

12. Authorised personnel will only activate the VPN connection with the Agency when the need arises 
according to the tasks assigned to the individual and will deactivate the connection immediately 
after the remote intervention is completed; a permanent connection is not permitted. 



 

Page 3 of 8 

13. When requested by GSA, the contractor has to justify any action taken by the authorized 
personnel. Execution of tasks or actions beyond the scope of specific contract is forbidden. 

 
VI. Authentication / Identification of the Authorised personnel 

1. The Contractor ensures that the Authentication / Identification mechanism(s) are used in 
compliance with the conditions of this agreement, and solely for the purposes of the contractual 
tasks defined in this agreement. 

2. The Contractor is legally, jointly and severally liable for the consequences of the misuse or loss of 
the Authentication / Identification mechanism(s). 

 

VII. The Contractor environment 

The contractor will ensure that any endpoint having remote access to the Agencies IT facilities will 
comply with the following: 

a) Be protected by either a local or corporate firewall 
b) Have supported operating system with the latest patches 
c) Have reputable antivirus product with up-to-date virus definitions 
d) Contain no malware 
e) Contain no known vulnerabilities that may pose a threat to the Agencies IT systems 

 

VIII. Contractor specific duties 

The Contractor undertakes: 

a) To destroy all data, which he has transferred to their premises in order to perform the tasks 
defined by this agreement once they are no longer needed for the tasks required by the 
Agency. 

b) In case that the contractor needs to keep data, it is necessary to inform GSA about all data, 
which are kept at the contractor’s premises. 

c) Not to put out of service any GSA service unless authorized. 
d) To comply with additional security rules at the request of the Agency. For example if the 

Agency implements new Authentication and Access control mechanisms for the connection 
to its internal network. 

e) To collaborate with the Agency at any moment in time on the verification of the compliance 
of Contractor’s endpoint with the above requirements for remote access including the 
facilitation of access of designated GSA staff to the Contractor’s premises. 

f) To collaborate with the Agency on the investigation of security incidents including the 
provision of security and audit logs from the Contractor’s endpoints and systems. 

g) To provide the Agency upon its request with more information about the technical solutions 
used by the Contractor in order to fulfil their obligations.  
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IX. Mutual undertaking 

Both parties to the agreement undertake:  

a) To inform each other of any event that could affect the security of the other (Annex III). 
b) Not to hold each other liable for delays occasioned by shutdowns of their systems in order to 

enforce security or repair damage caused by attacks from a third party whether known or 
unknown. 

c) To cut the connection immediately if my IT environment cannot maintain the security or is at 
risk and don’t re-connect until the security is restored or risk is identified and countered by 
the owner of the network. 

 

X. Contact points 

The parties agree to use the following contact details: 

The Agency: 

Purpose Name Phone e-mail 

Normal 
communication 
within business 
hours 

GSA helpdesk +420234766600 helpdesk@gsa.europa.eu 

 

Outside business 
hours or escalation 
of issues 

GSA Operations 
Manager 

+420602619917 Vladimir.Kremsa@gsa.europa.eu  

Security incidents GSA IT Security 
Officer 

+420602619888 Tomas.HEBRON@gsa.europa.eu  

 

The Contractor: 

Purpose Name Phone e-mail 

Normal 
communication 
within business hours 

[to be filled in] [to be filled in] [to be filled in] 

Outside business 
hours or escalation of 
issues 

[to be filled in] [to be filled in] [to be filled in] 

Security incidents [to be filled in] [to be filled in] [to be filled in] 

 

mailto:helpdesk@gsa.europa.eu
mailto:Vladimir.Kremsa@gsa.europa.eu
mailto:Tomas.HEBRON@gsa.europa.eu
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XI. Final provisions 

The provisions of this document may be modified by a written agreement of the parties. 

 

 

SIGNATURES 

For the contractor, 

[Company name/forename/surname/function] 

 

For the European GNSS Agency, 

Carlo des Dorides, Executive Director 

 
signature[s]: _______________________ 

 

signature:_____________________ 

Done at [place], [date] Done at Prague, [date] 

In duplicate in English. 
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Annex II:  Request for Remote Access to GSA IT Systems 
 
This form must be filled-in by the each member of the Authorised staff, signed and submitted by the 
contract manager to the GSA helpdesk. As a response, the GSA will normally provide the person with 
authentication equipment, username and password needed for the remote connection.  

The form shall be submitted at least 10 working days before the remote access is required. 

 

Personal details 

Company  

Surname  

Forename(s)  

 

Purpose of remote access 

Framework contract (FC)  

Specific contract / Task  

From-to period   

System(s) requiring remote access  

Level of access  

 

Endpoint (workstation) 

Brand and model  

Serial number  

Operating system  

Frequency of OS patching  

Disk encryption (yes/no, software used)  

Antivirus software  

Firewall details (yes/no, software used, 
configuration policy) 

 

Additional security measures implemented  
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Signature (the above information is true and complete) 

Authorised staff 

 

I have read, understood and agreed the Security Convention for Remote Access to GSA Information 
Systems. 

Date, signature 

 

 

 

 

 

Contractor’s operational validation (the remote access in needed for the execution of SC) 

Contract manager Name, date, signature 

 

 

Comments/Instructions  

 

 

 

GSA validation (acknowledge of the need for remote access) 

GSA Contract Manager  Name, date and signature 

 

 

Comments/Instructions  
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Annex III:  Security event notification template 
 
This template is to be used in case of an event that has a potential to impact security of GSA’s or 
Contractor’s IT systems. 
 
 
 

Personal details 

Company  

Specific contract  

Contact person  

Contract manager Name, date and signature 

 

 

Event details 

Date and time of the event  

Systems which may be impacted  

Details of possible vulnerability (e.g. CVE 
number) 

 

Description of the event  

Immediate steps recommended to be taken.  

notes  

 


