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European Global Navigations Satellite System Agency 

For more information on GSA please consult our website: 

http://gsa.europa.eu/gsa/careers  

 

Applications are invited for a post of: 

Technical Officer  

for the Galileo Security Monitoring Centre  

(GSMC Technical Officer) 

(Vacancy Reference Number: GSA/2013/535) 

 

Date of Publication: 14.12.2012 Deadline for 

applications: 

16.01.2013 by 23:59 

hours (CET) 

Type of Contract: Temporary 

Agent 

Place of employment: Initially Brussels, later 

to be relocated 

temporarily, then 

permanently to St 

Germain en Laye (FR) 

(default location) 

and/or Swanwick 

(UK)1, Possible other 

temporary location in 

Leatherhead UK2. 

Grade: AD 8 Possible reserve list 

valid until: 

28.02.2014 

Contract Duration: 5 years Monthly basic salary3: €6299.95 

Organisational 

Department: 

GSMC, Technical Department 

Reporting To: GSMC Technical Manager 

Desired Start Date: 01/03/2012 Level of security 

clearance4: 

SECRET UE,COMSEC 

(Crypto) 

                                           

1 See explanations in Context section. 

2 Explained in tasks and responsibilities.  

3 Please note that salaries are adjusted based upon a correction coefficient as calculated by the Commission 
[Currently, 01 June 2012, the weightings are: 100% (BE), 84,2% (CZ), 116,1% (FR), 134,4% (UK)]. 

4The successful candidate must hold a valid personnel security clearance at the above defined EU level or 
be able and willing to apply for a security clearance immediately after the contract award. The procedure for 
obtaining a personnel security clearance shall be initiated on request of the employer only, and not by the 
individual candidate. In case the job holder does not obtain/maintain the respective personal security clearance 
the contract shall be terminated.   

http://gsa.europa.eu/gsa/careers
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OVERVIEW 

The Galileo Security Monitoring Centre (GSMC) primary responsibilities within Galileo 

(the European global navigation satellite system currently being setup) are (1) to provide 

Galileo security monitoring and (2) to support to European member states access to the 

Public Regulated Service (encrypted satellite positioning signals). 

The GSMC Technical Officer will lead the technical deployment, maintenance and 

evolution of all Galileo Security Monitoring Centre (GSMC) infrastructures.   

This role will include becoming the in house GSMC system infrastructure "design 

authority" and taking a lead role in managing the evolution of the infrastructure (IT 

Systems, Communication Systems and Physical assets) to develop the capability of the  

GSMC as a key component of the Galileo (and European GNSS) systems. 

CONTEXT: GALILEO AND GALILEO SECURITY MONITORING CENTRE  

GALILEO is the European Union’s future autonomous Global Navigation Satellite System 

(GNSS) which will be interoperable with other existing GNSS systems, in particular the 

United States’ Global Positioning System (GPS).  

 
The main services that have already been specified for GALILEO are the following:  

 Open Service (OS) shall provide position and timing signals, free of user 

charge. Performance will be competitive with, but complementary to, GPS to 

enable dual constellation usage.  

 Public Regulated Service (PRS). This service provides position and timing to 

specific government-designated users requiring a high continuity of service. 

Access to this service will be controlled with encryption of the space signals and 

usage of approved receivers that have the signal decryption keys. 

 Search and Rescue Services (SAR). Galileo will improve the time to detection 

and the accuracy of location of distress beacons over the current Search and 

Rescue services provided by COSPAS-SARSAT. It will also provide an 

acknowledgement to the user of receipt of the distress message.  

 
GALILEO’s services will be provided based on a few core system components (see Figure 

1): satellites in medium earth, control centres to manage satellite orbits as well as their 

user signals transmissions, and various ground stations used to monitor and control 

satellites positions and their transmitted signals.  
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Figure 1: Simplified relationship of GSMC in Galileo overall system 

The GALILEO SECURITY MONITORING CENTRE (GSMC) is an integral part of the Galileo 

infrastructure. It undertakes the following missions: 

1. Galileo Security Monitoring: monitoring and taking action regarding security 

threats, security alerts and operational status regarding the systems components. 

2. Management of the PRS access on system level: the GSMC will ensure that 

sensitive information relating to the use of PRS is suitably managed and protected 

and is not exposed to the Galileo Operating Centre. The GSMC shall be an 

interface with governmental entities (through computerized ‘Point of Contract 

Platforms’ :POCPs) for request of cryptographic keys and with the Galileo core 

components to manage the satellite related signal messages. 

 

3. Implementation of “Joint Action” instructions: in the event of a threat to the 

security of the European Union or of a Member State arising from the operation or 

use of the system, or in the event of a threat to the operation of the system, in 

particular as a result of an international crisis, the Council, acting unanimously, 

shall decide on the necessary instructions to the GSA and the concession holder of 

the system. 

 

4. Provide PRS and Galileo security expertise and analysis.  

 
The first four operational satellites have been launched in 2011-2012 timeframe and a 

partial and initial ground infrastructure has been deployed in order to achieve the Initial 

in Orbit Validation (IOV) of the system. It is expected that a Full Operational Capability 

will be ready in 2015 with a full ground infrastructure as well as enough satellites to 

enable autonomous positioning (FOC1) while a full satellite constellation will come a few 

years later (FOC2). Meanwhile it is expected that some services Initial Operational 
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Capability (IOC) will be already declared open earlier based on a partial infrastructure. 

 
Actors involved:  

 The European Commission is program manager for the delivery of GALILEO as a 

whole. 

 ESA, acting under delegation from the European Commission, is responsible 

together with industrial providers to deliver the core infrastructure. 

 Among other responsibilities, the European GNSS Agency (GSA). The GSA 

shall be responsible for ensuring the operation of the GSMC. In this sense it 

will also be responsible for related activities for its setting-up under powers 

delegated by the Commission.  

 
The GSMC team is currently located in Brussels. However the GSMC building facilities and 

Galileo related information technology equipment shall be located in two sites, one in 

France in Saint-Germain-en-Laye where the main operations are due to take 

place and one in the United Kingdom in Swanwick. The Headquarters of the GSA 

are located in Prague from Sept 2012 onwards, whereas the GSMC team will stay in 

Brussels until relocation of each team member from 2013/2014 to France and/or UK 

depending on (1) the post and (2) the delivery of the GSMC building infrastructure and 

services by France and UK and of Galileo Equipment by ESA and their contractors. The 

timing of such deliveries could temporarily impact work location until 2014. From 2015 

onwards, further operational considerations of such deliveries could impact the 

permanent work location split between the countries and thus the final assigned location. 

Consequently, although France is currently being considered the default location for most 

GSMC posts, from 2015 onwards staff members joining the GSMC Staff in 2013 could be 

assigned a definitive location in the UK. 

 

 
Recruiting for the GSMC started in 2011 and shall continue with a view for the GSMC to 

become fully operational in 2015 with an anticipated 30-40 people, 10 of which starting 

in 2012.  

The organization is composed of three teams working under the leadership of the GSMC 

Manager: 

 The Operational Team, with an anticipated 22 people working under the 

leadership of the GSMC Operations Manager whose primary missions from 2015 

will be to (1) perform continuous operations (365 days 24/24 hours) of security 

monitoring and (2) PRS access provisioning, next to contribution to other GSMC 

missions 3 and 4. Meanwhile, the team will setup the relevant operational 

procedures, and shall perform early operational missions of ‘GSMC Nucleus’ 

(participation with on-call duty to escalation of security incident events: 2012 

onwards) and of ‘GSMC Pre-Operational’ (already conduct a subset of the 2015 

operations in 2014). 

 The Technical Team, with an anticipated 11 people working under the 

leadership of the GSMC Technical Manager whose primary missions are to (1) 

ensure the availability for the Operations Team of a suitable technical 

infrastructure (buildings to be provided by France and UK, and information 

technology assets); (2) ensure appropriate security operating measures and 

document exchange are implemented in the centre; (3) regarding cryptographic 

material and information, acting as the ‘Crypto Distribution Authority’ (CDA) for 

the GSMC’s own activities and as a centralized monitoring point related of the 

management thereof for all Galileo actors, and contribute to key transport in 
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particular flight keys (those going into satellites); (4) contribute to other GSMC 

missions 3 and 4. 

 The Administrative team, with an anticipated 2-3 persons working under the 

leadership of the GSMC Administrative Manager, responsible for administrative 

support and implementation of related rules. 

 

TASKS AND RESPONSIBILITIES 

The GSMC Technical Officer reports to the GSMC Technical Manager who he/she 

supports with two main responsibilities: (1) ensuring the availability of any technical 

infrastructure necessary for the GSMC to fulfil its missions (2) contributing to advice in 

PRS and security related aspects. 

(1) Ensuring the availability of any technical infrastructure necessary for the 

GSMC to fulfil its missions: 

Within this main responsibility, he/she shall build, maintain and ensure delivery of a 

technical change roadmap for the GSMC based on the following tasks and 

responsibilities: 

 He/she shall build an in depth knowledge of the architecture and functional 

working of the ‘GSMC Technical Systems’, being the GSMC ‘sites infrastructure’ 

(buildings) and equipment / software (GSMC operational equipment and general 

GSA IT systems) as well as knowledge of the infrastructure / equipment/ IT 

systems with which the GSMC interacts (e.g. the Ground Mission Segment in the 

Galileo Ground Centres, and the Point of Contact Platform used by the CPA of 

participating Member States). 

 He/she shall collect and synthesize user feedback from the entire GSMC staff. 

 He/she shall ensure that his/her knowledge is properly reflected within the 

appropriate documentation and knowledge management systems of the GSA and 

training material. 

 He/she shall establish a vision of the desirable changes to all GSMC Technical 

Systems, as well as contribute, when approved by the GSMC Technical Manager, 

to the planning and execution of the changes.  In particular he/she shall ensure 

that the activities and deliverables covered by the IT Systems and Building 

Administration Officers (one intended per GSMC site) are following this vision and 

the agreed delivery plans. 

 He/she shall define or contribute to procurement specifications; contribute to 

procurement selection procedures and follow-up their execution. He/she shall also 

contribute to reviews of all the technical infrastructure of the GSMC (even if not 

procured by the GSA) and, upon request of the GSMC Technical Manager, to 

reviews of other Galileo technical infrastructure. 

 He/she shall follow-up on the interaction with suppliers to the GSMC.  

 He/she shall serve as a back-up to the IT Systems and Building Administration 

Officer and of the GSMC Local Security Officer. 

 In his/her normal role or in such back-up roles, he/she shall be available for on-
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call duties outside normal working hours (availability by phone with ability to 

come back to the site within predefined elapsed times that will be established to 

meet operational external requirements, e.g. to fix a system failure). 

He/she shall also upon request support other activities of the GSMC:  

 Contributing to the GSMC and GSA Risks management. 

 He/she may be designated as local Fire and safety manager and/or contributor to 

fire immediate response teams.  

 Performing other relevant duties as required. 

(2) Contributing to advice in PRS and security related aspects. 

He/she is responsible to analyse the information provided by the Operational Area and to 

prepare technical reports about the status of the European GNSS Systems and to 

contribute to identify possible threats to the European GNSS Systems (e.g. 

interferences, jamming, etc.). In times of crisis during which GSMC activities need to be 

reinforced he/she will be part of the Emergency Management Committee until the end of 

the crisis. 

Upon request from the GSMC Technical Manager he/she shall interface with relevant 

stakeholders such as the Member states’ Competent PRS Authorities, the European 

Commission, ESA and the Galileo Operator(s),to support other roles in the GSMC such as 

Galileo security monitoring (including signal compliance and PRS Security Message 

verification) and on European GNSS crisis and security event response.  

He/she shall also be responsible to monitor the market development of GNSS and IT 

networks related technologies and threat models and distribute ‘GNSS technology 

newsletters’. He/shall also advise immediately the GSMC management of any news 

he/she would become aware of that could potentially cause an immediate security risk 

to GSMC and Galileo.  

In the first two years of his post (when the GSMC Technical Systems will gradually be 

delivered by the French/UK hosting entities, and by Logica for the equipment), his/her 

primary focus will be to interact with such providers (under control of the party 

responsible for the contractual relationships with them, i.e. GSA and ESA respectively) 

for validation and testing.  

Subject to a collaboration model to be agreed with ESA and Logica, he/she may be 

required to work for extensive periods of time (2013 to mid-2014) in close collaboration 

with the provider of the GSMC Galileo Operational Equipment at their premises (Logica 

in Leatherhead, United Kingdom) in order to learn the details of the design and 

facilitate the subsequent validation periods of the GSMC Galileo Equipment once 

installed in the GSMCs in the 2014-2015 timeframe.   

In so doing, he/she will have to build up the required personal knowledge of the GSMC 

systems and strongly contribute to build the ‘collective knowledge of other GSMC staff 

members as required for them to fulfil their respective roles.  

 

Location: 

Permanent locations: Brussels (Belgium) initially, followed by a permanent relocation 

in France Saint-Germain-en-Laye and/or the UK in Swanwick once the relevant site is 

fully ready (mid 2013 to 2014 time frame expected). Although France is currently being 

considered the default location for this post, from 2015 onwards this position could be 

assigned a definitive location in the UK. 
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Frequent missions and detachment to France, UK, and occasional ones in other 

locations, mainly to Belgium (Brussels after permanent relocation(s)) and Czech Republic 

(Prague). 

UK, Leatherhead if tasked to work with Logica for a period of time as described above. 

The above tasks and responsibilities will be conducted in the English language. 

PROFESSIONAL QUALIFICATIONS AND OTHER REQUIREMENTS 

A. ELIGIBILITY CRITERIA 

For your application to be considered by the Agency, you must meet the following 

criteria:  

1. a) A level of education which corresponds to completed university studies 

attested by a diploma when the normal period of university education is four 

years or more, 

OR 

b) A level of education which corresponds to completed university studies 

attested by a diploma and at least one year of appropriate professional 

experience when the normal period of university education is three years. 

 

2. In addition to the above, to possess appropriate professional experience of at 

least nine years following of the award of diploma (case 1.a) or following the 

end of professional experience (case 1.b); 

3. Be a national of a Member State of the European Union or Norway (party of the 

EEA Agreement and Galileo Programme Security Instructions); 

4. Be able to serve a full 5 year-term before reaching the retirement age of 65; 

5. Be entitled to his or her full rights as citizen; 

6. Have fulfilled any obligations imposed by the applicable laws concerning military 

service; 

7. Meet the character requirements for the duties involved5;  

8. Have a thorough knowledge of one of the languages of the European Union and a 

satisfactory knowledge of another language of the European Union to the extent 

necessary for the performance of his/her duties; and  

9. Be physically fit to perform the duties linked to the post.6 

 

  

                                           

5 Prior to the appointment, the successful candidate will be asked to provide a Police certificate confirming the 
candidate’s criminal record. 

6 Before a successful candidate can be appointed, s/he will be medically examined by a selected medical 
service so that the Agency will be satisfied that s/he fulfils the requirement of Article 28(e) of the Staff 
Regulation of Officials of the European Communities. 
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B. SELECTION CRITERIA 

If your application is eligible, you will be selected for an interview based upon the 

following criteria: 

1) Essential qualifications and experience: 

 Very good experience relevant to the above described tasks and 

responsibilities including hands-on experience with administration and/or 

management of systems; 

 Experience in procurement and contractors management, preferably in 

relation to the IT system administration and/or building facilities 

management; 

 Experience in work planning and achievement; 

 Experience in contract management, in definition and verification of 

technical and security instructions; 

 Good knowledge of satellite navigation technology; 

 Excellent communication skills in English; 

 University degree in a relevant field (Engineering, Informatics, Exact 

sciences etc.); 

2) Desirable qualifications and experience: 

 Experience of the Galileo System and PRS design; 

 Experience in the handling of classified material, including issues related to 

EU or national security; 

 Experience in the use or knowledge of 24hr/24Hr operational IT systems 

and tools, in particular those used for monitoring IT systems and more 

specifically if those are security monitoring systems tools. 

 Experience in the use or knowledge of systems/tools/processes used for 

cryptographic keys generation or management; 

 Team management experience, preferably in connection to IT system 

architecture and IT activities planning; 

 Ability to communicate effectively orally in the French language. 

3) Behavioural competences: 

 Independently manages own workload as well as shares information and 

supports team members in the attainment of common goals; 

 You are able to adapt easily to changing priorities; 

 You take decisions at the right time, based on best available evidence and 

analysis, within the limits of your own authority and uncertainty; knows 

when to involve others and provide feedback; 

 You know which evidence is valid and relevant and can make sense of a 

range of material to get at the underlying issue and see the links between 

complex factors; 

 Ability to synthetize abstract concepts and to write and present reports in 
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a structured and comprehensive way to a non-expert audience; 

 Capable of effectively communicating ideas to others and ensuring mutual 

understanding, using clear and non-technical language;  

 Having demonstrated strong motivation for the post. 

SELECTION PROCEDURE 

The selection procedure includes the following steps: 

 After registration, each application will be checked in order to verify that it meets the 

eligibility criteria; 

 All eligible applications will be evaluated by a Selection Committee based on the 

selection criteria defined in this vacancy notice; 

 The best-qualified candidates, all those who obtained the highest number of points 

within the evaluation, will be short-listed for an interview. The minimum threshold is 

65% of the total points. 

 During the interview, the Selection Committee will examine each candidate’s profile 

and will assess their relevancy for this post. In order to support the evaluation via 

interview, shortlisted candidates may be required to undergo written tests relevant to 

the job content (the minimum threshold for this test is 50% of the total points 

allocated for it) and to complete part of the process in the UK and French languages; 

 As a result of the interviews, the Selection Committee will recommend the most 

suitable candidate(s) for this post to be placed on a reserve list. This list may also be 

used for recruitment of a similar post depending on the Agency’s needs. Inclusion on 

the reserve list does not guarantee recruitment. 

 The reserve list will be presented to the Appointing Authority who may decide to 

convene a second interview and ultimately will appoint the successful candidate to the 

post. 

Indicative date for the interview and 

written test7: 

January – February 2013 

Candidates are strictly forbidden to make any contact with the Selection 
Committee members, either directly or indirectly. Any infringement of 

this rule will lead to disqualification from the selection procedure. 

APPLICATION PROCEDURE 

For applications to be considered valid, candidates must submitan email to 

jobs@gsa.europa.euwith a subject line of ‘SURNAME_Name_VacancyReferenceNumber’ 

and which contains the Agency’s approved application form (Download it here: 

http://www.gsa.europa.eu/go/document/application-form) This form must be: 

 Completed in English; 

 Fully completed, pointing out the professional experience relevant to this 

position (incl. calculation of years, months); 

 Printed, signed and clearly scanned in; 

                                           

7 The date might be modified depending on the availability of the Selection Board 

members. 

mailto:jobs@gsa.europa.eu
http://www.gsa.europa.eu/go/document/application-form
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 Named as follows: SURNAME_Name_VacancyRef.number (e.g. 

SPENCER_Marc_GSA.2012.549) 

 In Microsoft Word or Adobe Acrobat (pdf) format.  

The application will be rejected if it is not duly completed, if it is not signed by hand or if 

it is not provided in the prescribed format. 

Supporting documents showing evidence of the information given in the 

application will be requested at a later stage. Do not, however, send any 

supporting documentation with your application until the Agency requests so. 

No documents will be sent back to candidates. 

Applications must be sent to “jobs@gsa.europa.eu” and received by the 

deadline listed on page 01 of this vacancy notice at the latest, clearly indicating 

the vacancy reference number in the subject line. 

Candidates are reminded not to wait until the final days before the closing date of 

applications’ submissions. The Agency cannot be held responsible for any last-minute 

malfunction due to any overflow of the mailbox. 

 

SUMMARY OF CONDITIONS OF EMPLOYMENT 

1. Salaries are exempt from national tax; 

instead a Community tax at source is 

paid; 

2. Annual leave entitlement of two days 

per calendar month plus additional days 

for the grade, for the distance from the 

place of origin and an average of 16 

GSA public holidays per year; 

3. General and applicable technical 

training plus professional development 

opportunities; 

4. EU Pension Scheme (after 10 years of 

service); 

5. EU Joint Sickness and Insurance 

Scheme, accident and occupational 

disease insurance coverage, 

unemployment and invalidity allowance 

and travel insurance; 

Depending on the individual family 

situation and the place of origin, staff 

members may be in addition entitled 

to: 

1. An expatriation or foreign residence 

allowance; 

2. A household allowance; 

3. A dependent child allowance; 

4. An education allowance; 

5. An installation allowance and 

reimbursement of removal costs; 

6. An initial temporary daily subsistence 

allowance; 

7. Other benefits as provided by the 

Agency and the hosting country. 

For further information on working 

conditions of temporary staff please 

refer to the Conditions of Employment 

of Other Servants (CEOS): 

http://ec.europa.eu/civil_service/docs/toc1

00_en.pdf. 

 

mailto:jobs@gsa.europa.eu
http://ec.europa.eu/civil_service/docs/toc100_en.pdf
http://ec.europa.eu/civil_service/docs/toc100_en.pdf
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COMMITMENT 
Declaration of commitment to serve 

the public interest independently: 

The jobholder will be required to make a 

declaration of commitment to act 

independently in the public interest and to 

make a declaration in relation to any 

interest that might be considered 

prejudicial to his/her independence. 

Commitment to promote equal 

opportunities: 

The Agency is an equal opportunities 

employer and strongly encourages 

applications from all candidates who fulfil 

the eligibility and selection criteria without 

any distinction whatsoever on grounds of 

nationality, age, race, political, 

philosophical or religious conviction, 

gender or sexual orientation and regardless 

of disabilities, marital status or other 

family situation. 

 

APPEAL PROCEDURE 

 
If a candidate considers that he/she has been adversely affected by a particular 

decision, he/she can lodge a complaint under Article 90(2) of the Staff Regulations of 

Officials of the European Communities and Conditions of employment of other servants 

of the European Communities, at the following address:  

 

European GNSS Agency (GSA)  

Human Resources Department  

Janovského 438/2  

170 00 Prague 7  

Czech Republic  

 
The complaint must be lodged within 3 months. The time limit for initiating this type 

of procedure starts to run from the time the selection procedure for this post is 

declared as closed on the GSA webpage (http://www.gsa.europa.eu/gsa/careers).  
 

 

 

 


